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This paper provides an in-depth study and analysis of image processing for graphic design through chaotic encryption combined
with a wavelet transform algorithm. Firstly, the traditional Mallat algorithm is optimized; since the mean value of the transform
coefficients generated after the wavelet transform of the image is used as the initial value of the chaotic system to iterate, when the
image is modified, then the mean value of the wavelet coefficients will also change, and the final iteration comes out as two
different sequences using the property that the chaotic system is extremely sensitive to the initial conditions, so the algorithm
has a certain sensitivity to tampering and localization effect. The image of the encrypted graphic design is decrypted by the
chaos decryption system, and the final image information of the graphic design is obtained. In terms of the security of the
graphic design image itself, the complex dynamical properties of chaos are fully utilized to encrypt it, and the algorithm has a
good encryption effect after statistical characteristic analysis, attack complexity, difference analysis, adjacent pixel correlation
analysis, and key sensitivity analysis. The plaintext image is decomposed in odd-even sequence using the boosting algorithm to
get the sequence with an even index and the sequence with an odd index; then, the diffusion algorithm is applied to the two
sequences by the prediction and update algorithm, and this process is repeated many times to get the two ciphertext sequences
after scrambling, merging these two sequences, and matrixing them to get the ciphertext image. Finally, the testing of the
embedded planar designed image revolves around four aspects, namely, image processing, tamper sensitivity, robustness, and
imperceptibility, to examine the designed planar designed image system. In the diffusion manipulation, the key matrix for
diffusion is obtained using the threshold processing method of the Local Binary Pattern (LBP) algorithm for the matrices
generated by the Logistic Chaos system, which improves the randomness of the algorithm. The experimental results verify the
effectiveness and security of the algorithm.

1. Introduction medical treatment of diseases, images of the earth taken by
satellites, and electronic photos used in criminal investiga-
tions are all related to images [1]. However, the inherent

contradiction between the limitation of network bandwidth

In the development of the information society in recent
years, the rapid development of network and cloud comput-

ing technologies has provided a convenient means for people
to access and share multimedia data, such as documents,
images, and videos, via the Internet. Digital images have
evolved into the most common and critical information car-
riers in the digital information system and modern commu-
nications because of their ability to represent information
visually and graphically. For example, life photos taken by
people with digital devices, electronic medical images for

and storage space and the huge amount of image data, as
well as the contradiction between the open environment of
the network and the privacy protection of image informa-
tion, presents a challenge for us [2]. To meet the efficient
and secure transmission and storage of images on the Inter-
net, preventing image information leakage to protect private
data and compressing image data to save network band-
width have become urgent issues to be solved. A practical
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solution to prevent the leakage of digital image information
for secure transmission and storage is to encrypt the image
information.

At this stage, the imaging technology of digital graphic
design can effectively protect the intellectual copyright of
digital products; standing in the technical analysis, the imag-
ing technology of digital graphic design is an information
hiding measure, which involves the knowledge of cryptogra-
phy [3]. In the field of cryptography, some researchers are
actively analyzing the plaintext encryption technique; by
using this technique, the original information is protected.
Encryption techniques can provide some protection during
the storage and transmission of data, but they cannot protect
multimedia digital products during processing; in other
words, when a user is using a multimedia product, it is
required that the product is in a decrypted state, but if the
product is already decrypted, it is difficult to provide effec-
tive protection [4]. Information hiding studies how to hide
secret information in public information, and it can be sub-
divided into steganography and image techniques for digital
graphic design. Steganography focuses on hiding the exis-
tence of information [5]. The compression of the digital
video signal is based on the above two conditions, which
makes the amount of video data to be greatly compressed,
which is beneficial for transmission and storage. General
digital video compression coding methods are hybrid cod-
ing, i.e., a combination of transform coding, motion estima-
tion and motion compensation, and entropy coding for
compression coding. Typically, transform coding is used to
remove intraframe redundancy, motion estimation, and
motion compensation to remove interframe redundancy,
and entropy coding to further improve the efficiency of com-
pression. Cryptography does not hide the existence of infor-
mation; the attacker knows the existence of secret
information, which is an essential difference between cryp-
tography and steganography. The imaging technology of
digital graphic design allows some hidden information to
be written into the digital product, but of course, for added
security, private information is usually encrypted as well,
thus achieving copyright protection. A chaotic system is a
nonlinear system with characteristics such as ergodicity
and initial parameter sensitivity, which makes a natural con-
nection between a chaotic system and cryptography. There-
fore, the application of chaotic systems to encryption
algorithms will improve the encryption performance. In
addition, with the advent of the era of big data, the volume
of image data is increasing, and both compression and
encryption are needed during image transmission and stor-
age; otherwise, it will increase the pressure of data transmis-
sion and storage. Compressive sensing (CS), as a new
sampling theory, can achieve simultaneous compression
and encryption for signals, so combining compressive sens-
ing with image encryption is also a hot spot in information
security research and has good application prospects.

Many image encryption algorithms have been designed
by some scholars using chaotic systems and compression
perception, which can secure images to some extent, but
these encryption schemes have a common drawback that
the resulting noise-like or texture-like ciphertext images
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can easily attract the attention of hackers during transmis-
sion or storage and then be focused on. If we make the
ciphertext image visually secure, i.e., the ciphertext image
acquires a meaningful appearance, then the ciphertext image
will be more secure. The password text box is similar in
appearance to the single-line text box, and both have the
same properties (value, size, maxlength, etc.). However, they
are fundamentally different: the characters entered in the
single-line text box are visible, while the characters entered
in the password text box are not seen. Therefore, it is impor-
tant to design visually secure image encryption algorithms
for image data security and appearance security. Compared
to traditional textual information, digital images contain a
larger amount of data and there is more redundant informa-
tion in image information, such as spatial redundancy due to
correlation between adjacent pixels of an image and tempo-
ral redundancy due to correlation between different frames
in an image sequence. The purpose of image compression
is to minimize the number of bits required to represent the
image data by removing this redundant information, and
the receiver can effectively recover the original image. With
the rapid development of visual communication, multimedia
communication, and other services, the image data that
needs to be processed has grown tremendously, and the
huge amount of data has a very high demand on storage
resources and network bandwidth, so it is necessary to com-
press the image data effectively. Two common operations of
image encryption are obfuscation and diffusion. Obfuscation
means disrupting the original position of pixel values in a
two-dimensional matrix, while diffusion means that a small
change of one-pixel value in the original image can lead to
a huge change of pixel values in the whole image. Com-
monly used obfuscation methods are sorting, circular shift,
Arnold transform, phantom square transform, etc., by using
different principles to achieve the purpose of changing the
pixel positions.

2. Current Status of Research

Digital images have been widely used in various application
areas such as military, financial, legal, and medical, where
the requirements for image security are getting higher and
higher [6]. This section analyzes and compares the current
state of research on digital image encryption techniques,
focusing on the advantages and shortcomings of digital
image encryption algorithms based on chaotic systems, and
finally discusses the application of chaotic image encryption
techniques in medical image encryption. Preprocessing is
required in encrypting images, converting the two-
dimensional image pixel matrix into a one-dimensional
stream of plaintext data, and then applying the correspond-
ing algorithm to encrypt under the control of the key and
restore it to the original image when decrypting [7]. The
advantage of this type of cryptographic algorithm is that
the algorithm is open, and the disadvantage is that it is inef-
ficient, so it is often used in combination with other encryp-
tion techniques [8]. Shankar et al. proposed a satellite image
encryption algorithm based on chaos and AES techniques
[9]. The algorithm first uses Arnold cat mapping to permute
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the image pixels and then uses Henon chaos mapping for
generating a random sequence for the AES algorithm.
Finally, the image is encrypted using the AES algorithm
[8]. The algorithm improves the key sensitivity and has a
large key space and uniform pixel distribution, and the
encryption speed is within the acceptable range to ensure
high security. Image scrambling has a limited number of
transformations of the matrix of the image, which is periodic
and reverts to the original image after several transforma-
tions [10]. The mathematical description corresponding to
chaotic systems has no analytic solution, which means that
the end position cannot be calculated directly by inputting
initial values and time but can only be approximated contin-
uously by iteration, but the approximation is never exact.
Chaotic systems have the characteristic of significantly
amplifying errors. Therefore, the results obtained when the
input data are not precise can vary widely. If an attacker
obtains the ciphertext and performs the same operation on
the ciphertext a limited number of times, the original image
can be easily cracked. In addition, the histogram of the
ciphertext does not change after image scrambling encryp-
tion, and the attacker can get a lot of useful information by
statistically analyzing the histogram of the ciphertext.
Encryption by image pixel disruption alone is simple and
fast, but not very secure, so it needs to be used in combina-
tion with other methods [11].

The algorithm states that if some non-bandwidth-
limited signal contains only a finite number of pulses, then
the entire Fourier transform of that signal can be recon-
structed with high fidelity by its partial Fourier transform
slice. Malik’s algorithm essentially works by seeking the
minimum norm of these finite Fourier measurements, which
is analogous to the underdetermined recovery algorithm in
CS theory [12]. The gradual emergence of reconciliation
analysis and function approximation theory in the following
decades also provided strong theoretical support for CS. The
goal of this direction is to approximate or reconcile more
complex objective functions by various combinatorial, linear
transformations using several structurally simple basis
(meta) functions while keeping some measurement errors
as small as possible [13], for example, from the first well-
known Fourier series and analysis with sine and cosine func-
tions as basic functions to various wavelet basis functions as
metafunctions to approximate function spaces of various
shapes and sizes to the later proposed types of super wavelets
with more scales and directions (e.g., ridge let, contourlet,
and surface) to approximate functions containing function
spaces with higher-order “singular” properties [14].

The obtained ciphertext image is visually secure, and a
meaningful ciphertext image is not easily found by attackers
when transmitted and stored over the Internet compared to
current noise-like or texture-like ciphertext image; gaining
security in image appearance and using compression percep-
tion technique, the size of the obtained ciphertext is equal to
the size of the plaintext image and no additional storage
space and transmission bandwidth is required. Finally, a
visually secure ciphertext image of the same size as the plain-
text image is obtained to achieve image appearance security
and data security, and the use of two-dimensional compres-

sion perception reduces the amount of data in the encrypted
image so that the size of the ciphertext obtained is smaller,
which reduces the running time of the algorithm to a large
extent and saves transmission bandwidth and storage space
significantly. In this paper, we choose to embed the parame-
ters associated with the plaintext into the carrier image, and
the key parameters are transmitted directly to the receiver
along with the visually secure ciphertext image, which avoids
the waste of resources caused by additional transmission
when large batches of images are encrypted simultaneously,
greatly saves transmission bandwidth and storage space, and
improves the security of this algorithm to a large extent.

3. Image Processing Analysis of Chaotic
Encryption and Wavelet Transform
Planar Design

3.1. Chaotic Encryption and Wavelet Transform Image
Algorithm Design. With the rapid development of digital
technology, more multimedia information is being gener-
ated and proliferated among the network. Among them, dig-
ital images carry private information that can be decrypted
in some unauthorized ways, so the private information in
them needs to be protected or encrypted. Among many fea-
tures of discrete-time chaotic systems, the two features of
positive Lie exponents and orbit global boundedness are a
widely used chaos criterion nowadays [15]. Chaos is a deter-
ministic, stochastic-like process that occurs in nonlinear
dynamical systems and has a very sensitive dependence on
the initial value. In the time domain, chaotic systems obtain
sequences that resemble random sequences with a relatively
weak correlation. Therefore, generating chaotic systems, i.e.,
chaotic inverse control or classification, for the field of cryp-
tography is a very important topic. Selecting chaotic systems
that satisty the cryptographic properties is also the primary
key issue in securing chaotic encryption. Force encryption
of documents is edited by a specified program. Users acces-
sing encrypted documents need to be connected to the
server (online, not offline) and have the appropriate access
rights. This encryption process is completely transparent
and does not affect existing applications or user habits.
Additional access control can be implemented through
share, offline, and outbound management.

Hyperchaotic systems are a special class of chaotic sys-
tems with corresponding two or more positive Lyapunov
exponents, which generate chaotic sequences controlled by
more parameters and initial values than ordinary chaotic
systems and therefore have better stochasticity and unpre-
dictable dynamic behavior. From the point of view of attack
resistance, there are significant advantages of hyperchaos
over low-dimensional as well as three-dimensional chaos.
Sequential cryptography is a text encryption method in
which an encryption key is applied to individual binary
digits of a data stream along with an algorithm that pro-
cesses one bit at a time. This method is less commonly used
in modern cryptography, and its main alternative is packet
cipher, in which the key and algorithm are applied to blocks
of data in the data stream instead of individual bits. It is



difficult to rely on deciphering to obtain the plaintext before
encryption using more applied schemes such as spectral
analysis, autocorrelation analysis, and regression mapping.
Due to the multidimensional space, hyperchaotic systems
can generate a larger number of sequences for encryption
at the same time, thus increasing the efficiency of the opera-
tion. It is because hyperchaos has these advantages that its
research has received increasing attention in recent years.
In this chapter, we study and analyze the theory, construc-
tion, and dynamical behavior of hyperchaos and construct
a new five-dimensional hyperchaotic system based on the
specific need of generating chaotic mappings that satisfy
cryptographic properties to be applied to the field of cryp-
tography. Compared to some classical hyperchaotic systems,
the generated new five-dimensional hyperchaotic system has
a relatively higher Lyapunov exponent, so the chaotic behav-
ior is more obvious:

x =hy+ax-yz,
y =hx+by+xz, (1)

z =dz—xy.

For the above avalanche scenarios, there are many coun-
termeasures, but there is no one-size-fits-all model that can
cope with all scenarios. There are different solutions for dif-
ferent scenarios, respectively. Resource isolation usually
means using different thread pools for different service calls.
Fast failure of unavailable service calls is generally achieved
through timeout mechanisms, fusers, and postfuse down-
grade methods. The diffusion operation is to change the
pixel values of the plaintext image to make the relationship
between the plaintext and the ciphertext more complex.
Usually, also the sequence of the output of the chaotic sys-
tem and the plaintext image is used to perform the dissimi-
larity operation for diffusion purposes. Due to the high
correlation between image pixels, it is less secure to perform
only one of the two operations, dislocation or diffusion, on
the image. Currently, it is most common to use chaotic sys-
tems to take dislocation and diffusion operations on images
and even achieve multiple dislocation and diffusion to
improve the security level of the algorithm, as shown in
Figure 1.

Because the chaos-aware operator can be controlled and
reproduced by a deterministic chaotic system, and its ele-
ments have similar randomness as random variables, achiev-
ing the unity of determinism and randomness, the chaos-
aware operator has the following advantages [16]. First,
because the chaotic sequence is pseudorandom, the chaos-
aware operator is uncorrelated with most sparse domains,
so the chaos-aware matrix and the random operator are both
“universal.” Second, the chaos-aware operator can be easily
generated and controlled by deterministic systems, so it is
very hardware-friendly. Furthermore, the elements of the
chaos matrix are deterministic and reproducible, so in many
applications, these elements can be computed dynamically
without any storage, and the complexity of the algorithm is
low. Finally, the chaos-aware matrix can also be considered
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a cryptographic operator, and thus, it is particularly popular
in applications requiring high privacy and high security. The
ciphertext feedback overcomes the drawback that the
encryption algorithm is only related to the chaotic system
and the key independent of the plaintext, overcoming the
problem pointed out and making the encryption security
further improved. The insertion only allows the diffusion
of changes in each pixel of the plaintext image to affect as
many ciphertext pixels as possible, giving the algorithm good
diffusion and chaos characteristics and enhancing the resis-
tance to various attack methods:

A(x), =sup {|lx+ F(A(x))[ }- (2)

It is well known that the analog world and the digital
space are freely transformed by sampling operations. It is
the sampling transformation that enables humans to use a
wide range of digital devices to solve problems and to per-
ceive and understand the world:

N(j) =<x. ;> —¢;, (3)

M—00 =

J

x(x) = lim fN(j) cos (C_Tt v j>. (4)

The DWT transformation of discrete wavelets in an
image I seems to be able to implement multiresolution pro-
cessing on it; in the study, the author implements wavelet
decomposition on me with the transform of two-
dimensional discrete wavelets to obtain subbands of images
with different frequencies and spaces. The low-frequency
subbands can be further decomposed into a new layer of
low-frequency signals and high-frequency signals:

I = { {Illz) 2 ph2 g2 } 2, 2 phi2 g2 } (5)

Among these encryption algorithm classifications, the
stream encryption algorithm technique is less secure than
the group encryption technique, so group encryption is
more widely used. Symmetric encryption has an advantage
in terms of efficiency, but the security of asymmetric encryp-
tion techniques is higher than that of symmetric encryption
techniques, and asymmetric encryption is rarely used to
encrypt large amounts of data due to its high computational
effort and slow speed:

6
Im,d(i’j)’ ( )

Amd = { \/g’ (7)

Design and implement an image encryption algorithm
security evaluation system and a medical image encryption
algorithm security analysis platform, including two parts:

L. Im,d(i’j) - am,d(Tm,d(i’j) - wv(i’j)’
Im,d(l’J) =
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F1GuRrE 1: Framework of chaotic encryption and wavelet transform image algorithm.

an encryption algorithm implementation platform and an
encryption algorithm comparison and evaluation platform
[17]. The developed system can compare several metrics of
image encryption algorithms: such as histogram, key space,
key sensitivity, correlation of pixel points, differential attack,
information entropy attack, and encryption and decryption
time, horizontally and vertically with other different image
encryption algorithms, to form a comprehensive and objec-
tive evaluation. The developed system allows both the calcu-
lation of various performance metrics and a preview of the
effect of individual image encryption algorithms, as well as
a comprehensive comparison and security evaluation of dif-
ferent image encryption algorithms.

As can be seen from the schematic diagram of chaotic
encryption, chaotic synchronization is the key to the ability
to accurately recover the transmitted plaintext signal. The
chaotic sequence generated by the sender is determined by
the equations, parameters, and initial conditions of the non-
linear system; therefore, the same chaotic system as the
sender can be constructed at the receiver by setting the same
system parameters and initial conditions, thus achieving
synchronization, as shown in Figure 2.

Chaotic encryption methods conform to the require-
ments of modern cryptography and belong to the symmetric
encryption regime. The security of this encryption regime
depends on the degree of approximation of the keystream
generated by the chaos generator to the random numbers,
the better the randomness of the keystream the higher the
security, and vice versa, the lower the security. The research
based on chaotic encryption methods focuses on how to
improve the randomness of chaotic keystreams and the reli-
ability of chaotic synchronization:

xn+1 =Hxn(1 +xn)‘ (8)

Within the chaotic attraction domain of a chaotic sys-
tem, the chaotic motion is all-state ergodic, and the trajec-

tory of the system traverses all state points within the
chaotic attraction domain at each time:

: ©)

!
Iy

n—-00

1?’1
= lim - )1
A= lim n;g

The next discretization is carried out for continuous cha-
otic systems and hyperchaotic Lorenz systems, using the clas-
sical fourth-order Loner-Kutta method:

Y =f(xy). (10)

However, in areas such as channel analysis, distributed
radar imaging, and multichannel medical imaging, one often
must solve multisignal joint and distributed information sens-
ing tasks [18]. One can solve these multisignal vector sampling
problems by solving the problem defined in a solver style mul-
tiple time. However, there is always a desire to achieve the
multimeasurement vector CS problem at a lower cost by
exploiting the correlation properties between the interiors of
these multiple signals. For this situation, the joint sparse
model (JSM), also known as the multimeasurement vector
model, has been proposed:

Zx:{X:n@m%ilgf;i}. (11)

The Lyapunov index quantifies the average rate of conver-
gence and divergence of the chaotic sequence in the state
space. The Kolmogorov entropy characterizes the rate of
information loss of the system along the chaotic attractor. In
addition, the dimensionality characterizes the geometric struc-
ture of the chaotic attractor. It is known that the trajectory of a
deterministic dynamical system is unique, i.e., given an initial
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F1GURE 2: Chaotic encryption and decryption schematic.

state, its “next” state is determined accordingly. Therefore, if
the same initial state is input to a deterministic system, then
its output must follow the same trajectory into the state space.
It is with this feature that one can achieve a preestimate of the
system state if one has the initial value. The main purpose of
image preprocessing is to eliminate irrelevant information
from images, recover useful and true information, enhance
detectability of relevant information, and maximize data sim-
plification, thus improving the reliability of feature extraction,
image segmentation, matching, and recognition.

3.2. Graphic Design Graphic Processing Design. Various
chaos-based image encryption schemes have been proposed,
as digital image encryption techniques have become a hot
issue in the field of information security. The cryptographic
flow for encryption is mainly generated by chaotic systems,
and the encryption structure used in cryptosystems is mainly
the “dislocation-diffusion” structure. The advantage of this
structure is that, on the one hand, the correlation between
adjacent pixels in the original image is reduced by the scram-
bling operation; on the other hand, the information of all
pixels is mixed by the diffusion operation, so that the image
information can be well hidden. However, the “scrambling-
diffusion” structure also has disadvantages, one of which is
that the simple scrambling operation has little security; sec-
ond, when the number of cycles of scrambling-diftusion is
small, it is vulnerable to selective or known-plaintext attacks,
while when the number of cycles is high, the speed of
encryption is significantly reduced. Many classical chaotic
image encryption systems rely only on key encryption and
the encryption process is independent of the plaintext image,
which indicates to some extent that the key factor of encryp-
tion depends on the key and the encryption algorithm [19].
Cryptosystems relying only on key encryption may be sub-
ject to selection and known-plaintext attacks, so systems

based on chaotic image cryptosystems associated with plain-
text have emerged one after another. In such systems, the
cipher not only depends on the key but also is associated
with the plaintext image, i.e., for different images, using the
same key, different ciphertext sequences are also generated.
To effectively solve the above problem, this chapter designs
a novel image encryption structure based on plaintext-
associative image cryptosystems.

However, as such structures are somehow flawed, when
the number of loops is small, the image encryption process
is vulnerable to selective plaintext attacks; when the number
of loops is large, the time required for the image encryption
process will increase significantly, as shown in Figure 3.

An avalanche effect is a common form of cryptanalysis
that studies how differences in input information affect the
output result and can be used to analyze encryption algo-
rithms by comparing the change in the encrypted image
before and after a specific information change. Some pixels
change rate (NPCR) and uniform average intensity change
(UACI) are two common metrics that can be used to evalu-
ate the performance of image encryption algorithms in ava-
lanche effect analysis:

D(i, j
NPCR=Z M(IJ\; x 100%, (12)
i,j
|D(i> j) = Dy (i, j)|
ACI=Y 22 22T 100%.
UAC IZJ: M. N x 100% (13)

When a low probability event occurs, that event carries
more information than when a high probability event
occurs. The amount of information conveyed by each event
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defined in this way becomes a random variable whose expec-
tation is called the information entropy. The greatest uncer-
tainty arises when the probability of an event occurring is
uniformly distributed, in which case the information
entropy is greatest:

H(x)= lim Zp ) 1g p(x; (14)

N—00 4

The weakness of Shannon entropy can be overcome by
calculating the average value of Shannon entropy of multiple
nonoverlapping image blocks randomly selected from the
encrypted images. Thirty nonoverlapping image blocks were
randomly selected from each encrypted image, and their
Shannon entropy and local Shannon entropy were calculated
[20]. The Shannon entropy and local Shannon entropy of
the test images and their encrypted images are listed in
Figure 4. From the results in Figure 4, the Shannon entropy
of the test images is much smaller than the ideal value, while
the Shannon entropy and local Shannon entropy of the
encrypted images are close to the ideal value and meet the
critical values at 5%, 1%, and 0.1% significance levels. There-
fore, the encrypted images of the image compression and
encryption algorithm proposed in this chapter are highly
randomized. The hyperchaotic system generates the initial
value parameters of the Lorenz hyperchaotic system and
iteratively generates the keystream. To change the position
and gray value size of the original image pixel points, the
image is additive modulo diffusion to achieve the first hiding
of image information. In order to realize the information of
the plaintext pixel points to be diffused into the whole
ciphertext image, the add-and-take mode diffusion algo-

rithm needs to be looped twice. Finally, the final ciphertext
image can be obtained. The experimental results prove that
the image encryption scheme proposed in this study is effec-
tive and has strong resistance to attacks as well as key
sensitivity.

Select plaintext attack is a common cryptanalysis attack
mode in which an attacker can arbitrarily select plaintext
and obtain the corresponding ciphertext. Based on the plain-
text ciphertext pair, the attacker can try to obtain the key
used in encryption. For a linear encryption system, the
attacker can select the unit matrix as the plaintext input;
then, the obtained ciphertext contains the whole encryption
process of the encryption algorithm, and the attacker can
potentially decrypt other ciphertexts and obtain the corre-
sponding plaintext information based on this ciphertext. In
the algorithm proposed in this chapter, a chaotic system is
used to control the heterogeneous operation, which is a non-
linear process that can effectively scramble the information
in the plaintext image. Also, the key used in the algorithm
is related to the plaintext information, and it is almost
impossible that the keys corresponding to different plaintext
images are the same. In the selective plaintext attack, the
attacker obtained a matrix that is garbled and related only
to the plaintext input by the attacker, from which the key
used in the algorithm in this chapter or a matrix equivalent
to the encryption process cannot be deduced. Therefore, the
image compression encryption algorithm proposed in this
chapter is effective in resisting the selective plaintext attack.

During image transmission, encrypted images almost
inevitably suffer from various noises and even loss of part
of the image. The noise resistance of the encryption algo-
rithm is measured by analyzing the quality of the decrypted
image by artificially adding some noise to the encrypted
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image and acquiring the corresponding decrypted image
using the exact correct key:

Cc'=C-gC. (15)
In the past, the measurement matrix must be sent to the
receiver for decryption, but we use the information of the
plaintext image to design some key parameters to generate
the measurement matrix, the sender only needs to send these
key parameters to the receiver, and the receiver can get the
same measurement matrix to recover the original image,
which can save a lot of transmission bandwidth and storage
space, and with different system parameters and initial
values, different measurement matrix. And the chaotic sys-
tem has the characteristics of being sensitive to parameters
and initial values and good randomness, and the three-
dimensional cat-mapped chaotic system is used to generate
the measurement matrix, which can improve the security
level of the encryption algorithm:
Q= floor((I +I?) mod 255) - 1. (16)
Embedding 1 bit of information of the planar design
image in each subband, considering the characteristics of
HVS, the imperceptibility becomes worse if a larger amount
of information is embedded. In the generation stage of the
planar design image, the mean value of the wavelet trans-
form coeflicients of the four subbands of the chunk is used
as the initial value of the chaotic system, and after the itera-
tion of the chaotic system, the quantized generated 4-bit pla-
nar design image information must change if tampered, the

mean value of the tampered wavelet transform coefficients,
so the algorithm has a tamper detection mechanism. How-
ever, the existing means of understanding and decoding
the chaos-aware matrix are still in a rudimentary stage and
not very mature [21]. There are two main categories of
mainstream encryption and decryption techniques: one is
symmetric and the other is asymmetric. In simple terms,
symmetric means that both parties exchanging messages
use the same key, such as a fixed number of bits in a string.
On the contrary, asymmetric has been exchanging messages
between two parties using different keys, which is what we
commonly see in asymmetric encryption and decryption
algorithms where there are public and private keys. Most
researchers are still at the stage of seeking new chaos-
aware operators and their applications, rather than system-
atically analyzing and discussing strategies for designing
and optimizing dense chaos-aware operators. For this rea-
son, there is always a desire to find strategies to optimize
dense chaos-aware operators more efficiently to further
improve the theoretical study of chaos-aware operators. In
addition, one of the current directions in this field is how
to make existing chaos-aware matrices simpler and easier
to map onto hardware imaging devices, especially in the
era of “big data” where higher resolution and shorter imag-
ing times are required.

4. Analysis of Results

4.1. Chaotic Encryption and Wavelet Transform Image
Algorithm Results. For chaotic systems, on the one hand,
the dissipative action of the dissipative dynamical system
causes the kinematic trajectories to converge stably and form



Advances in Mathematical Physics

attractors, which is a stabilizing action from a global point of
view; at the same time, the actual problem of local instability
in turn gives rise to the phenomenon of separation of the
kinematic trajectories. As a result, the kinematic trajectories
of the system fold and elongate infinitely, which gives rise to
strange attractors. An attractor is said to be a strange attrac-
tor if its streamline depends sensitively on the initial value,
as shown in Figure 5.

A pseudorandom sequence generator is constructed for
subsequent cryptographic operations. When implementing
a chaotic system on a finite precision computer, the chaotic
mapping has a finite number of periodic orbits. At the same
time, generating pseudorandom sequences using chaotic sys-
tems requires the sequences to be processed in a discretized
manner. That discretization processing will also cause the
period degradation problem of the sequence due to the lim-
itation of computer accuracy. Therefore, the period degener-
acy problem of chaos needs to be dealt with when designing
a pseudorandom sequence generator. To solve this problem
and improve the cryptographic properties of chaotic
sequences, the LFSR and the hyperchaotic system are com-
bined to generate pseudorandom sequences by perturbing
the generation of hyperchaotic sequences with the LFSR
with the help of the feature that the LESR can generate
sequences with sufficiently long periods. Within this scheme,
the perturbation of the LFSR can guarantee the long period
of the sequence and the hyperchaotic system can guarantee
features such as attack resistance and randomness.

The algorithm implements encryption and user identity
verification for common compressed image formats. First,
the image file is loaded while the user identity verification
file is generated based on the hyperchaotic system. To
encrypt the image data, the image file needs to be prepro-
cessed, i.e., decoded according to the specific image file for-
mat. Then, the decoded image data is encrypted using the
dislocation diffusion method. To effectively balance security
and efficiency, the encryption algorithm uses bidirectional
diffusion. To increase the key space and improve the secu-
rity, the algorithm uses a dynamic chunking dislocation
method for the 3D baker based on the hyperchaotic system.

We calculate the information entropy of the ciphertext
to evaluate the performance of the algorithm against statisti-
cal attacks, and the test results are shown in Figure 6. For
JPEG, the plaintext data is stored assigned words and the
individual values usually take values in the range -128-127.
To improve security, we encrypt the lower 7 bits of each byte
in the plaintext, so the ideal value of the estimated entropy of
JPEG ciphertext is 7.

From the test results in Figure 6, for JPEG images, the
information entropy is close to the ideal value 7, and for
PNG images, the information entropy is close to the ideal
value 8, which has a better encryption effect. For GIF images,
since the total number of colors used in the image is limited,
the information entropy of each of the red, green, and blue
colors is a certain distance away from the ideal value 8, but
the information entropy of the index sequence is close to
the ideal value 8. Meanwhile, compared with the encryption
of the Logistic equation, the classical encryption algorithm
AES, the designed method is slightly better in terms of infor-
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mation entropy value. The test results show that the correla-
tion coeflicient of each component decreases significantly
after encryption, and the correlation coefficient of the
ciphertext is 10% or even less than that of the plaintext.
The algorithm effectively reduces the correlation between
adjacent pixels. From the results, our designed method is
better than the method of Logistic equation and the classical
symmetric cipher algorithm.

The limitation of computer accuracy has made low-
dimensional chaotic systems prone to performance degrada-
tion problems, which affects the security of encryption. Com-
pared with low-dimensional chaotic and three-dimensional
chaotic systems, hyperchaotic systems have obvious advan-
tages in terms of resistance to attacks. Meanwhile, the property
of hyperchaotic systems to generate multiple sequences in one
iteration can effectively improve the generation efficiency of
pseudorandom sequences. Based on these, this chapter gener-
ates a new five-dimensional hyperchaotic system based on the
Rabinovich system by adding two-state feedback controllers to
the Rabinovich system and correlates its Lyapunov exponent,
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dissipative, and other related dynamical behaviors. Compared
with some classical hyperchaotic systems, the new five-
dimensional hyperchaotic system has a higher maximum Lya-
punov exponent and has a more desirable use in cryptography.

4.2. Experimental Results of Graphic Design Graphic
Processing. To address the problem that traditional binary
perception matrices have the limitation of the number of rows
or columns while real-valued chaotic perception matrices still
have densities, this chapter proposes to construct binary cha-
otic perception operators using bipolar chaotic sequences gen-
erated by chaotic systems and use them in image compression
sampling and design an image compression sampling algo-
rithm based on bipolar chaotic perception matrices. Specifi-
cally, we first introduce the asymmetric threshold function
method that allows multiple one-dimensional chaotic systems
to generate bipolar chaotic sequences. Subsequently, these
generated bipolar sequences are used to efficiently construct
information-aware operators of arbitrary dimensionality. In
particular, the constructed bipolar chaos-aware operators are
not limited by the dimensionality of rows and columns and
satisfy near-optimal sampling efficiency in terms of both
bounded equidistantness and autocorrelation. In addition,
the specificity of the elements makes the bipolar chaos-aware
operator uniquely advantageous in terms of memory over-
head, computational complexity, and hardware implementa-
tion. Therefore, the ICS algorithm based on the bipolar
chaos perception operator can efficiently ensure its informa-
tion perception capability, effectively overcome the shortcom-
ings of similar image compression sampling algorithms, and
bring the numerous advantages of the bipolar chaos percep-
tion operator, as shown in Figure 7.

In the encryption process, the compressed encryption of
plaintext images of different sizes takes almost the same
amount of time and takes very little time, about 20-40% of

the total encryption time. However, the time used for the
LSB embedding process is more, about 60-80% of the total
encryption time. This indicates that as the image size
increases, increased time is used for LSB data embedding
and the relative proportion of time used for compressed
encryption decreases; this is because as the image size gets
larger, the amount of data to be embedded becomes larger.
In the decryption process, the time used to extract plaintext
images of different sizes is almost the same, accounting for
about 20-25% of the total decryption time, and the time used
for the reconstruction process accounts for about 75-80% of
the total decryption time. However, the extraction time for
ciphertext images of size 1024 x 1024 is about 6% of the total
decryption time; the reconstruction process is about 94% of
the total decryption time. This means that the larger the
image size, the more time is spent on reconstruction, and
the relative time spent on ciphertext extraction decreases.
Thus, our proposed encryption scheme is suitable for small-
and medium-size images, and the time complexity is very
high when the image size is large. So, in the following work,
we will plan to use 2-D compressed sensing (2-D CS) instead
of compressed sensing (CS) to reduce the computational
complexity and shorten the encryption and decryption time,
as shown in Figure 8.

For the four chaotic systems, as the compression rate CR
increases, the corresponding PSNR values also increase. At
the same compression rate, the PSNR values of the chaotic sys-
tem using Logistic-Sine (LSS) are higher than the other three
chaotic systems when the measurement matrix is not opti-
mized. When the measurement matrix is optimized with the
optimization algorithm in this paper, the PSNR values of both
the decrypted image and the original image are much higher
than the unoptimized PSNR values, and the PSNR values are
very similar for the four chaotic systems after optimization
at the same compression rate, which indicates that the
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requirements for chaotic systems are reduced and the selectiv-
ity is greatly increased after using our optimization algorithm.

In the experiment, Walsh-Hadamard transformation is
used to simulate the measurement process of a single-pixel
camera. In the encryption process, the plaintext image is first
processed using Walsh-Hadamard transformation to make
it compressible and then measured with the help of a mea-
surement matrix to get the measurement value. Then, the
pixel dislocation method controlled by the chaotic system
is used to dislocate the image and reduce the correlation
between pixels. To make the pixels uniformly distributed, a
DNA sequence operation is chosen to change the gray value
of the pixels. Moreover, the key used in the algorithm is
related to the original image and can also be controlled with
the help of initial input values, which enhances the security
of the algorithm. The designed image compression and
encryption algorithm are tested in various aspects, and the
results confirm that the algorithm is effective and highly
secure and has good resistance to common types of attacks.

5. Conclusion

The imaging technology of digital graphic design is of great con-
cern to the community, and there are still big research scenarios
in the field of copyright protection and content authentication;
the combination of images of robust graphic design and images
of fragile graphic design is a research direction, because, with
the continuous development of digital products, there are more
and more occasions where the balance between images of
robust graphic design and images of fragile graphic design is
urgently needed. In this paper, the main research object is dig-
ital images, mainly taking the measure of chaotic encryption,
and the application value of encrypted planar-designed images,
as well as the robustness and vulnerability situation, is studied in
depth, and two types of image algorithms based on wavelet
transform and chaotic encryption for a kind of digital image
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planar design are proposed. Then, an image algorithm for
robust planar design is designed, the carrier image belongs to
a kind of grayscale image, and the image of digital planar design
applied in the research and analysis process of this paper is a
kind of grayscale image or binary image, which already includes
the copyright information, and the encryption operation is per-
formed by the chaotic system, and then, the imaging system of
digital planar design is embedded into the wavelet domain of
the original image. Finally, an image algorithm for fragile planar
design is designed, which improves the traditional algorithm
and speeds up the computation of the algorithm, and proposes
a method to set the initial value of the chaotic system as the
coefficients of the wavelet transform of the image, using the
characteristics of the chaotic system sensitive to the initial value
as the sensitivity of the image of the fragile planar design to
detect tampering. Finally, it can be learned through simulation
that the proposed two types of image planar design of the image
exist visual imperceptibility and are better for common noise
interference and signal processing.
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